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Modularity through Memory Virtualization
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o Understand memory virtualization

* the coolest form of modularization we have in operating systems

* Understand more deeply the role played by naming in modularization

o Start developing a “system designer” mindset



o Enforced modularity

* Page tables

* Directory for mapping memory names (VA) to memory locations (PA)

o (Caching

* (Constants in systems design



tnforced Modauiarity



Modularity Recap

e Names or not?

* Memory address names a memory location

o Pointer

* voi1d* names a memory location
* int* names the location of an integer

* Virtual address names a physical memory location

* Enforced modularity

* module boundaries provided by a mechanism external to the modules



Enforced vs. Soft Modularity

* Module X interacts with module Y

* Encapsulation demands of X: module Y does not write to memory pages other than
its own

* Three options for enforced modularity?

° (a) Yis written carefully X
* (b) The compiler used to compile Y guarantees it  « if X and Y share compiler
* (c) Y's language runtime / interpreter quarantees it  « if X and Y share runtimes



Role of Trust In Enforcing Modularity

* Further modularization options for X and Y

* (d) Yruns in a separate process / address space
* (e) Yrunsin a separate VM

o (f) Yruns on a separate physical machine

* (g) Y runs on an air-gapped machine

* Enforced modularity = module boundaries provided by a mechanism
external to the modules trusted by all modules



virtual Memory & Page Tahies



VPN offset

Virtiiad Virtual
irtua 0 1 0 1 namespace
Name

Address 0 1
translation

Address controls
: visSibility
Translation

“If you can't
name it, you

l l l can’t use it"
1 1 1

Physical 0 : 0 : '

Address Physical
| T | namespace

PFN offset
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P4 index P3 index P2 index P1 index Offset
47 4039 32|31 24|23 1615 8|7 0
29=512 entries
8 bytes / entry
9 9 ~ 9 9 12
P4 table
P3 table _ _ _
P2 table Hierarchy of name directories:
) P1 table . * scalability for sparse namespaces
- = o * locality of reference
: : o
- - Q
P4 entry e . -
- P3 entry @- - CE)
. — P2 entry @ “E’
. P1 entry ¢
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Linear Address
39 38 30 29

21 20 12 11

PML4

Directory Ptr

Directory Table

Offset

/

/9

/

Page-Directory- = PDE with PS=0

Pointer Table

/

9

/

/19

/

/

/112

4-KiB Page

—>

Physical Addr

PTE .

CR3

40

A Page-Directory

»!/PDPTE 40

’9
<€
A 40

> PML4E

)
0 e

Page Table

Hierarchy of name directories:
* scalability for sparse hamespaces

* Jocality of reference

Root of hierarchy




Linear Address

CR3

47 39 38 30 29 21 20 12 11
PML4 Directory Ptr Directory Table Offset
| d %
/ 9 //12 4-KiB Page
—>» Physical Addr
» PTE >
40
Page-Directory- “»| PDE with PS=0 |—<
Pointer Table 40 Page Table
A Page-Directory
/
»PDPTE /140
/9 Hierarchy of name directories:
- * scalability for sparse hamespaces
, * Jocality of reference
/1 40
—> PML4E
>
Lo Root of hierarchy
40 T




Linear Address
/ 0 38 ) 29 21 20 12 11

PML4 Directory Ptr Directory Table Offset

/ %

/19 19

12 _4-KiB Page

—>» Physical Addr

» PTE s

Page-Directory- “»| PDE with PS=0 |—<
Pointer Table 40 Page Table

A Page-Directory
//

40

Hierarchy of name directories:
* scalability for sparse namespaces
* locality of reference

Root of hierarchy

CR3




Linear Address

/| )

0 12 11

[P

/

/19

: ) 20 2
Directory Ptr Table Offset
9

12 _4-KiB Page

—>» Physical Addr

» PTE >
40
Page-Directory- e
Pointer Table 40 Page Table

Page-Directory

(40

Hierarchy of name directories:
* scalability for sparse namespaces
* locality of reference

Root of hierarchy

CR3




Linear Address

/| )

[P

9
/

: ) 20 0 11
9

12

4-KiB Page

Page-Directory- e
Pointer Table 40 Page Table

Page-Directory

(40

* locality of reference

Root of hierarchy

CR3

—>

Physical Addr

Hierarchy of name directories:
* scalability for sparse hamespaces




Linear Address

/ 0 38 ) 20 20 12 11
PML4 Directory Ptr Table Offset
9 A9 )
A 12 _4-KiB Page
—>» Physical Addr
» PTE L
P 40

Page-Directory-

40
Page-Directory

Pointer Table

(40

CR3

Page Table

Hierarchy of name directories:
* scalability for sparse namespaces
* locality of reference

Root of hierarchy




QO @ ~Q§
o Q L AN
@ S PO
o § o EILP
@ L Dol x
N O NANES
& SEESELS @ o
& FLILEISIE
6/6/6/6(5|5(5|5[5(5(5(5[5 M1 [M-1 3(3(|3(2(2(2|2(2|2]2(2]|2[2|1|T|[1|{T{1][T{1]|T1{1]1
3(2|1/0|19/8|7|6/5|4(3|2|1 2/1|10/9/8/7|6|5(4|3(2|1/0/9/8(7|6/5|4(3|2(1|0/9|8|7|6|5|4|3|2|1|0
PP
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T
A Rs H A [PIPIUIR | PML4E:
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PML4E:
Ignored 0 not
present
P P(P|, R PDPTE:
é E”’t' gnored Rsvd. |, cpodress of Reserved Al lgn. |G|1[D|A|Clw|gl/|1| *1GB
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Ilgnored 0 not
present
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Linear Address
39 38 30 29

21 20

12 11

PML4

Directory Ptr

Directory

Table

Offset

/

/9

/

Page-Directory- = PDE with PS=0

Pointer Table

/

9

/19

/

/

/

/112

4-KByte Page

—>

Physical Addr

PTE

CR3

40

A Page-Directory

> PDPTE 40

’9
<€
A 40

> PML4E

Y
’40

Page Table




Linear Address
47 39 38 30 29 21 20 12 11 0

PML4 Directory Ptr Directory Table Offset

Linear Address

g > dk 4-KByte Page
. L o= 47 39 38 30 29
PTE PML4 Directory Ptr Offset

FF”aget-Di_rI_ect:)tlory-—> PDE with PS=0 10/ Page Table 40 /
4)‘( Page-Directory Y / 30
PDPTE 40 / 9
<
/40
PML4E
. 1-GByte Page
Ra Page-Directory- Y s
Pointer Table
» Physical Addr

3 PDPTE with PS=1 //

—>»| PML4E

CR3
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39 38

Linear Address

30 29

12 11

PML4

Directory Ptr

Directory

Table

Offset

9

Linear Address

/9 ° % , 4-KByte Page
L Physical Addr 47 39 38 30 29
PTE PML4 Directory Ptr Offset
Page-Directory- “»| PDE with PS=0 |—~ 40
Pointer Table 40 Page Table /
4)‘( Page-Directory Y / 30
> PDPTE 40 79
9
-
A 40
—>» PML4E
>

CR3

Page-Directory-
Pointer Table

1-GByte Page

» Physical Addr

CR3

—» PDPTE with PS=1 v
, 22
/19
< .
Page size trade-offs:
/40
Bigger pages => fewer PTEs =>
> PML4E less memory for PTs => fewer TLB misses
— Smaller pages => less internal fragmentation
440

(UltraSPARC up to 16 GIiB pages)
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page
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present
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Ilgnored 0 not
present
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PP
Reserved? Address of PML4 table Ignored Ciw| Ign. CR3
D|T
X Rs H A [PIPIUIR .| PML4E:
B Ignored Rsvd. Address of page-directory-pointer table Ign. vd ﬁ A [C) \/T\l /S \//\I 1 presen"c
PML4E:
Ilgnored 0 not
present
P PP|, R PDPTE:
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X || |PP U R PDPTE:
D Ignored Rsvd. Address of page directory Ign. [O]g|AIC|W /S /|1] page
n| |ID|T[~|w| | directory
PDTPE:
Ilgnored 0 not
present
X| Prot. Address of P PIPIyR PDE:
D Key4 Ignored Rsvd. 2MB page frame Reserved ,% Ign. [G|1|D|A IS\IT\I/S\//\I 1 Eal:gg
X || |PP U R PDE:
D Ilgnored Rsvd. Address of page table Ign. [O]g|AIC|W /S /|1] page
n| IDIT{ W table
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4 x 100 ns table lookup +

1 X 100 ns access =
500 ns =
~1,500 instructions @ 3 GHz clock

| could be doing a lot of useful work
while waiting to read memory !

What to do ?






Key Issues in Gaching

o Locality

o temporal (reuse within short amount of time)
* gpatial (use shortly physically nearby data)

* Replacement algorithm
* [RU, Time-aware LRU in CDNSs, Least-frequent LRU in CDNs, MRU in scanning big data

o Write-through vs. write-back
o Working set
* Direct-mapped vs. partially associative vs. fully associative

o Size vs. speed trade-off



Intel Skylake Microarchitecture

Gen9

Core

L3% Slice

L3S Slice

Core

buiy

Core

L3$ Slice

L3$ Slice

Core

System
Agent

Display
Controller

PCle

[F

eDRAM <—>

Controller
(optional)

I

Memory <——>

Controller

!



Load

oA Y|

FP

Front End Instruction
Cache Tag L1 Instruction Cache
pOP Cache 32KiB 8-Way Instruction
Tag TLB
16 Bytes/cycle
Branch
Predictor Instruction Fetch & PreDecode
(BPU) (16 B window)
MOP MOP MOP MOP MOP MOP g
vy
Instruction Queue . \ )
(50, 2x25 entries) Macro-Fusion ‘g
MOP MOP MOP MOP MOP )
MicroCode 5-Way Decode
Segl.gl\r;lcer Complex Simple Simple Simple Simple
(MS ROM) Decoder Decoder Decoder Decoder Decoder
1-4 UOPs uOP uOP HOP pOP Stack
Engine
4 yOPs (SE)
5 uOPs
Decoded Stream Buffer (DSB)
(LOP Cache) 6 yOPs
(1.5k pOPs; 8-Way)
(64 B window) \ LS /
Loop Stream . . .
Detector (LSD) Allocation Queue (IDQ) (128, 2x64 pOPs) Micro-Fusion
yoP puOP pOP pOP upOP uLOP Branch Order Buffer
Register Alias Table (RAT) q//op (BOB) (48-entry)
P— Rename / Allocate / Retirement - P
Move Elimination | O B ) Ones Idioms | | Zeroing Idioms |
HOP HOP HOP HOP HOP HOP HOP HOP
Scheduler

(sg@)) sesng ejeq uowwo)

Store

Integer Physical Register File
(180 Registers)

Unified Reservation Station (RS)

Vector Physical Register File

(168 Registers)

(97 entries)
N
| Porto | [ Port1 | | Port5 | | Port6 | | Port2 | [ Port3 | | Porta | | Port7 | | @ —
(o))
LOP LOP LOP LOP LOP LOP HOP LOP = XN
Q| S,’
INT ALU INT ALU INT ALU INT ALU AGU AGU | StoreData | | AGU | el o
INT DIV INT MUL Vect Shuffle Branch Load Data Load Data — E CDD-
INT Vect ALU || INT Vect ALU || INT Vect ALU I
INT Vect MUL | [INT Vect MUL LEA <
FP FMA FP FMA 256bit/cycle
AES Bit Scan
Vect String E U s
FP DIV
Branch
Execution Engine Store Buffer & Forwarding
(56 entries)
32B/cycle \
2 Data TLB
m
Load Buffer & | L1 Data Cache

(72 entries)

32B/cycle

32KiB 8-Way

Memory Subsystem

Line Fill Buffers (LFB)
(10 entries)

91oAo/gv9

32B/cycle

/ To L3



Front End

Branch
Predictor
(BPU)

MicroCode
Sequencer
ROM
(MS ROM)

Decoded Stream Buffer (DSB)

(uOP Cache)

(1.5k uOPs; 8-Way)

(64 B window)

Instruction
Cache Tag L1 Instruction Cache
pOP Cache 32KiB 8-Way Instruction
Tag TLB
16 Bytes/cycle
Instruction Fetch & PreDecode
(16 B window)
MOP MOP MOP MOP MOP MOP
Instruction Queue )
(50, 2x25 entries) Macro-Fusion
MOP MOP MOP MOP MOP
5-Way Decode
Complex Simple Simple Simple Simple
Decoder Decoder Decoder Decoder Decoder
1-4 uOPs HOP pOP pOP pOP Stack
Engine
4 uOPs (SE)
5 uOPs ['Adder ][ Adder ][ Adder]
6 pOPs
\ MUX /
DZ?SSOSrtEfgnS) Allocation Queue (IDQ) (128, 2x64 LOPs) Micro-Fusion
FP FMA FP FMA
AES Bit Scan
Vect String
FP DIV
Branch

Execution Engine

pOP puOP upOP uOP uOP Branch Order Buffer
(BOB) (48-entry)

ate / Retir_ement Ones Idioms Zeroing Idioms

ir (224 entries)

% HOP uoP UoP HOP

Scheduler

leservation Station (RS)

Vector Physical Register File
(168 Registers)

/

(97 entries)
N
Port 6 Port 2 Port 3 Port 4 Port 7 @)
S|l oI
HOP HOP HOP HOP HOP = x N
a| @wQ
TALU AGU AGU Store Data AGU @ o
ranch Load Data Load Data — E g
w
Q
<
256bit/cycle
EUs
Store Buffer & Forwarding
(56 entries)
32B/cycle \
5 Data TLB
m
Load Buffer 8 | L1 Data Cache

(72 entries)

32B/cycle

32KiB 8-Way

Memory Subsystem

Line Fill Buffers (LFB)
(10 entries)

91oAo/g19

32B/cycle

L3
cache

RAM




Instruction |

Front End .
Cache Tag L1 Instruction Cache
HOP Cache 32KiB 8-Way
Tag TLB
16 Bytes/cycle
Branch
Predictor Instruction Fetch & PreDecode
(BPU) (16 B window)
MOP MOP MOP MOP MOP MOP

Instruction Queue
(50, 2x25 entries)

Macro-Fusion

MOP MOP MOP MOP MOP
MicroCode 5-Way Decode
S Complex Simple Simple Simple Simple
ROM Decoder Decoder Decoder Decoder Decoder
(MS ROM)
1-4 JOPs pOP HOP HOP pOP Stack
Engine
4 yOPs (SE)
5 uOPs ['Adder ][ Adder ][ Adder]
Decoded Stream Buffer (DSB)
(LOP Cache) 6 yOPs
(1.5k uOPs; 8-Way)
(64 B window) \ MUX /
D:?ggosrtzigns) Allocation Queue (IDQ) (128, 2x64 LOPs) Micro-Fusion
FP FMA FP FMA
AES Bit Scan
Vect String
FP DIV
Branch

Execution Engine

Cache the translations of names using TLB
Split TLB to exploit access locality and on-chip location

Technology trade-offs: speed vs. cost

pyOP pOP upOP pOP LOP Branch Order Buffer
(BOB) (48-entry)
ate / Ret'r_ement Ones Idioms Zeroing Idioms
ir (224 entries)
P HOP uoP UoP HOP
Scheduler

leservation Station (RS)

Vector Physical Register File
(168 Registers)

(97 entries)
N
Port 6 Port 2 Port 3 Port 4 Port 7 @)
o
HOP pOP HOP pHOP HOP x N
@ 0
TALU AGU AGU Store Data AGU B o
ranch Load Data Load Data E C:D-
Q
<
256bit/cycle
EUs
Store Buffer & Forwarding
(56 entries)
32B/cycle \
& Data TLB
m Data TLB.
Load Buffer & | L1 Data Cache
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Virtual address VA

v
CPU looks up VA

in TLB

TLB lookup < 1 cycle

YES

PTE presentin TLB?

NO

Typical TLB hit .
rate > 999% Read from L1 = 3-4 cycles

Read from L2 = 10-12 cycles
Read from L3 = 30-80 cycles
Read from RAM = 100-150 cycles

!

Physical address PA



Virtual address VA

>

YES

v
CPU looks up VA

in TLB

PTE presentin TLB?

NO

Walk page tables

YES
Memoryfy

NO

l

Evict page(s)

k¢

Read in page

from storage

l

NO

Page present in RAM?

Update TLB

>

Physical address PA

Update page tables

What happens to TLB on an
address-space switch?

(i.e., source namespace differs =>
CR3 root of namespace changes)

Clear TLB

VS.
Process-context identifiers



Virtual address VA

>

v
CPU looks up VA

Memoryfy l
YES . NO .
PTE presentin TLB? Evict page(s)
NO B
Walk page tables Read ivn page
from Storage This Is HW-managed TLB !
NO l In SW-managed TLB (MIPS, SPARC, ...)

Page present in RAM?

Update page tables e TLB miss -> exception to OS

e (OS walks PTs, populates TLB
Update TLB
) * trade-offs re. layer to delegate to
Physical Vdd PA * TLB size vs. memory size trade-off
ysical adaress Is workload-dependent => hard!




Indexing and Tagging in Gaches

* |ndex Into cache — check the tag

* Types of caches

* PIPT (Physically indexed / Physically tagged)
o VIVT (Virtually indexed / Virtually tagged)

o VIPT (Virtually indexed / Physically tagged)

o PIV-F-(Physieally-meédexed  Virtually-tagged)

e (Caches on x806

e [1isVIPT
e [2andL3arePIPT



Gonstants in System Design



systems “Gonstants” (GPU cycles]

o Register-register ADD/OR/etc. < 1 CPU cycle

* Memory write ~1 cycle

o Correctly / incorrectly predicted "if" branch = 1 cycle / 10-20 cycles

o L|1/L2/L3/main RAM read = 3-4 cycles / 10-12 cycles / 30-80 cycles / 100-150 cycles
o TLBhit/miss=0.5-1cycle/7-21 cycles

* CAS =15-30 cycles

o ( function direct / indirect call = 15-30 cycles / 20-50 cycles

o Kernel syscall = 1,000 - 1,500 cycles

* Thread context switch (direct costs) = 2,000 cycles

* On NUMA, different-socket mem hierarchy access is 3 - 10x that of non-NUMA



systems “Gonstants” (absolute time)

o L1/L2/main RAM reference =1/4 /100 ns

*  Mutex lock or unlock =17 ns

Branch misprediction = 3 ns

e  Send 2KB (2,000 bytes) over commodity network = 88 ns
e  Compress 1 KB with Snappy = 2,000 ns = 2 microsec

e  SSD random read = 16,000 ns = 16 microsec

e Read 1 MB sequentially from RAM = 5,000 ns = 5 microsec
o  Packet roundtrip in same datacenter < 50 microsec

e Read 1 MB sequentially from SSD = 78 microsec

*  Seek on magnetic disk = 3 millisec

e Read 1 MB sequentially from magnetic disk = 1 millisec

o  Packet roundtrip CA -> Amsterdam -> CA = 150 millisec





