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Objectives

• Understand memory virtualization 
• the coolest form of modularization we have in operating systems

• Understand more deeply the role played by naming in modularization

• Start developing a “system designer” mindset
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Outline

• Enforced modularity

• Page tables 
• Directory for mapping memory names (VA) to memory locations (PA)

• Caching

• Constants in systems design
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Enforced Modularity
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Modularity Recap

• Names or not?
• Memory address names a memory location

• Pointer
• void* names a memory location
• int* names the location of an integer

• Virtual address names a physical memory location

• Enforced modularity
• module boundaries provided by a mechanism external to the modules 
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Enforced vs. Soft Modularity

• Module X interacts with module Y
• Encapsulation demands of X: module Y does not write to memory pages other than 

its own

• Three options for enforced modularity?
• (a) Y is written carefully   

• (b) The compiler used to compile Y guarantees it

• (c) Y's language runtime / interpreter guarantees it   
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✔ if X and Y share compiler
✔ if X and Y share runtimes

✘



Role of Trust in Enforcing Modularity

• Further modularization options for X and Y
• (d) Y runs in a separate process / address space

• (e) Y runs in a separate VM

• (f) Y runs on a separate physical machine

• (g) Y runs on an air-gapped machine

• Enforced modularity = module boundaries provided by a mechanism 
external to the modules trusted by all modules
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Virtual Memory & Page Tables
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4 PAGING: INTRODUCTION

When a process generates a virtual address, the OS and hardware
must combine to translate it into a meaningful physical address. For ex-
ample, let us assume the load above was to virtual address 21:

movl 21, %eax

Turning “21” into binary form, we get “010101”, and thus we can ex-
amine this virtual address and see how it breaks down into a virtual page
number (VPN) and offset:

0 1 0 1 0 1

VPN offset

Thus, the virtual address “21” is on the 5th (“0101”th) byte of virtual
page “01” (or 1). With our virtual page number, we can now index our
page table and find which physical frame virtual page 1 resides within. In
the page table above the physical frame number (PFN) (also sometimes
called the physical page number or PPN) is 7 (binary 111). Thus, we can
translate this virtual address by replacing the VPN with the PFN and then
issue the load to physical memory (Figure 18.3).

Note the offset stays the same (i.e., it is not translated), because the
offset just tells us which byte within the page we want. Our final physical
address is 1110101 (117 in decimal), and is exactly where we want our
load to fetch data from (Figure 18.2, page 2).

With this basic overview in mind, we can now ask (and hopefully,
answer) a few basic questions you may have about paging. For example,
where are these page tables stored? What are the typical contents of the
page table, and how big are the tables? Does paging make the system
(too) slow? These and other beguiling questions are answered, at least in
part, in the text below. Read on!

0 1 0 1 0 1

VPN offset

1 1 1 0 1 0 1

Address
Translation

PFN offset

Virtual
Address

Physical
Address

Figure 18.3: The Address Translation Process
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29=512 entries

8 bytes / entry

Hierarchy of name directories: 
• scalability for sparse namespaces 
• locality of reference
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from CR3[11:0] to 000H (see also Section 4.10.4.1). In addition, the logical processor subsequently determines 
the memory type used to access the PML4 table using CR3.PWT and CR3.PCD, which had been bits 4:3 of the PCID.

4-level paging may map linear addresses to 4-KByte pages, 2-MByte pages, or 1-GByte pages.1 Figure 4-8 illus-
trates the translation process when it produces a 4-KByte page; Figure 4-9 covers the case of a 2-MByte page, and 
Figure 4-10 the case of a 1-GByte page.

1. Not all processors support 1-GByte pages; see Section 4.1.4.

Figure 4-8.  Linear-Address Translation to a 4-KByte Page using 4-Level Paging
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4.6 ACCESS RIGHTS
There is a translation for a linear address if the processes described in Section 4.3, Section 4.4.2, and Section 4.5 

(depending upon the paging mode) completes and produces a physical address. Whether an access is permitted by 

a translation is determined by the access rights specified by the paging-structure entries controlling the transla-

tion;
1
 paging-mode modifiers in CR0, CR4, and the IA32_EFER MSR; EFLAGS.AC; and the mode of the access.
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from CR3[11:0] to 000H (see also Section 4.10.4.1). In addition, the logical processor subsequently determines 
the memory type used to access the PML4 table using CR3.PWT and CR3.PCD, which had been bits 4:3 of the PCID.

4-level paging may map linear addresses to 4-KByte pages, 2-MByte pages, or 1-GByte pages.1 Figure 4-8 illus-
trates the translation process when it produces a 4-KByte page; Figure 4-9 covers the case of a 2-MByte page, and 
Figure 4-10 the case of a 1-GByte page.

1. Not all processors support 1-GByte pages; see Section 4.1.4.
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Figure 4-9.  Linear-Address Translation to a 2-MByte Page using 4-Level Paging

Figure 4-10.  Linear-Address Translation to a 1-GByte Page using 4-Level Paging
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Figure 4-9.  Linear-Address Translation to a 2-MByte Page using 4-Level Paging

Figure 4-10.  Linear-Address Translation to a 1-GByte Page using 4-Level Paging
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(UltraSPARC up to 16 GiB pages)
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4.6 ACCESS RIGHTS
There is a translation for a linear address if the processes described in Section 4.3, Section 4.4.2, and Section 4.5 

(depending upon the paging mode) completes and produces a physical address. Whether an access is permitted by 

a translation is determined by the access rights specified by the paging-structure entries controlling the transla-
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1
 paging-mode modifiers in CR0, CR4, and the IA32_EFER MSR; EFLAGS.AC; and the mode of the access.
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Figure 4-11.  Formats of CR3 and Paging-Structure Entries with 4-Level Paging

1. With PAE paging, the PDPTEs do not determine access rights.

In
te
l®
 6
4 
an
d 
IA
-3
2 
Ar
ch
it
ec
tu
re
s 
So
ft
wa
re
 D
ev
el
op
er
’s
 M
an
ua
l 
. 

Vo
lu
me
 3
: 
Sy
st
em
 P
ro
gr
am
mi
ng
 G
ui
de
, 
Ma
y 
20
18
 



George Candea                                                                                                                                                                                                                                                                                                                                              Principles of Computer Systems

Pr
es

en
t

W
rit

e 
/ R

ea
d-

on
ly

Us
er

 / 
Su

pe
rv

iso
r

W
rit

e-
th

ro
ug

h 
ca

ch
in

g

Ca
ch

in
g 

di
sa

bl
ed

Ac
ce

ss
ed

Di
rty

Pa
ge

 a
ttr

ib
ut

e 
ty

pe

G
lo

ba
l

Ex
ec

ut
e 

di
sa

bl
ed

4-28 Vol. 3A

PAGING

.

4.6 ACCESS RIGHTS
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There is a translation for a linear address if the processes described in Section 4.3, Section 4.4.2, and Section 4.5 

(depending upon the paging mode) completes and produces a physical address. Whether an access is permitted by 

a translation is determined by the access rights specified by the paging-structure entries controlling the transla-
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There is a translation for a linear address if the processes described in Section 4.3, Section 4.4.2, and Section 4.5 

(depending upon the paging mode) completes and produces a physical address. Whether an access is permitted by 

a translation is determined by the access rights specified by the paging-structure entries controlling the transla-

tion;
1
 paging-mode modifiers in CR0, CR4, and the IA32_EFER MSR; EFLAGS.AC; and the mode of the access.
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1. With PAE paging, the PDPTEs do not determine access rights.
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Key Issues in Caching

• Locality
• temporal (reuse within short amount of time)

• spatial (use shortly physically nearby data)

• Replacement algorithm
• LRU, Time-aware LRU in CDNs, Least-frequent LRU in CDNs, MRU in scanning big data

• Write-through vs. write-back

• Working set

• Direct-mapped vs. partially associative vs. fully associative

• Size vs. speed trade-off
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Intel Skylake Microarchitecture
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Virtual address VA

Physical address PA

PTE present in TLB?

CPU looks up VA 
in TLB

YES

NO

Read from L1 = 3-4 cycles

Read from L2 = 10-12 cycles

Read from L3 = 30-80 cycles

Read from RAM = 100-150 cycles

Typical TLB hit 
rate ≥ 99%

TLB lookup ≤ 1 cycle
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Evict page(s)

Virtual address VA

Physical address PA

Memory full?

PTE present in TLB?

Page present in RAM?

CPU looks up VA 
in TLB

Walk page tables

Update TLB

Read in page 
from storage

Update page tables

YES

YES

YES

NO

NO

NO

What happens to TLB on an

address-space switch? 
(i.e., source namespace differs => 
 CR3 root of namespace changes)


Clear TLB

vs.

Process-context identifiers
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Evict page(s)

Virtual address VA

Physical address PA

Memory full?

PTE present in TLB?

Page present in RAM?

CPU looks up VA 
in TLB

Walk page tables

Update TLB

Read in page 
from storage

Update page tables

YES

YES

YES

NO

NO

NO

This is HW-managed TLB !


In SW-managed TLB (MIPS, SPARC, …)

• TLB miss -> exception to OS

• OS walks PTs, populates TLB


• trade-offs re. layer to delegate to

• TLB size vs. memory size trade-off 

is workload-dependent => hard!



Indexing and Tagging in Caches

• Index into cache → check the tag

• Types of caches
• PIPT (Physically indexed / Physically tagged)

• VIVT (Virtually indexed / Virtually tagged)

• VIPT (Virtually indexed / Physically tagged)

• PIVT (Physically-indexed / Virtually-tagged)

• Caches on x86
• L1 is VIPT

• L2 and L3 are PIPT
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Constants in System Design
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Systems “Constants” (CPU cycles)

• Register-register ADD/OR/etc. < 1 CPU cycle 

• Memory write ~1 cycle 

• Correctly / incorrectly predicted "if" branch = 1 cycle / 10-20 cycles 

• L1 / L2 / L3 / main RAM read = 3-4 cycles / 10-12 cycles / 30-80 cycles / 100-150 cycles 

• TLB hit / miss = 0.5 - 1 cycle / 7-21 cycles 

• CAS = 15-30 cycles 

• C function direct / indirect call = 15-30 cycles / 20-50 cycles 

• Kernel syscall = 1,000 - 1,500 cycles 

• Thread context switch (direct costs) = 2,000 cycles 

• On NUMA, different-socket mem hierarchy access is 3 - 10x that of non-NUMA
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• L1 / L2 / main RAM reference = 1 / 4 / 100 ns 

• Mutex lock or unlock = 17 ns 

• Branch misprediction = 3 ns 

• Send 2KB (2,000 bytes) over commodity network = 88 ns 

• Compress 1 KB with Snappy = 2,000 ns = 2 microsec 

• SSD random read = 16,000 ns = 16 microsec 

• Read 1 MB sequentially from RAM = 5,000 ns = 5 microsec 

• Packet roundtrip in same datacenter < 50 microsec 

• Read 1 MB sequentially from SSD = 78 microsec 

• Seek on magnetic disk = 3 millisec 

• Read 1 MB sequentially from magnetic disk = 1 millisec 

• Packet roundtrip CA -> Amsterdam -> CA = 150 millisec 

Systems “Constants" (absolute time)
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