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Faults, Errors and Failures

o Fault
v Underlying defect

v May or may not cause problems

o Error
v Active fault

o Failure
v Error at an interface between modules
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Standard Jargon (Recap)
o MTTF
o MTTR
o MTBF
o Availability
o Bathtub curve
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Reacting to errors within a module
o Do nothing
o Fail-fast
o Fail-safe
o Fail soft
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RAID

o Motivation:
vFault Tolerance

vOptionally throughput

oIdea:
vUse cheap commodity disks

vSplit the array in reliability groups

vUse extra check disks
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Why do we need redundancy?
o A single disk has an acceptable MTTF
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MTTF of RAID?
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RAID 0
oMore read/write throughput
oNo redundancy
oNo fault tolerance
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RAID 1
oIncreased read throughput
oAlmost the same write throughput
oHalf of available storage is used
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RAID 4

o Parallel Reads
o Check disk is a write bottleneck
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RAID 5
oSolves the RAID 4 write bottleneck
oWidely used solution
oLet’s see that in action
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RAID 5 Example

o Complete the parity entries
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DISK0 DISK1 DISK2 DISK3
STRIPE0 0100 0101 0010 ?
STRIPE1 0010 0000 ? 0100
STRIPE2 0011 ? 1010 1000
STRIPE3 ? 0001 1101 1010



RAID 5 Example

oSTRIPE0,DISK3 = 0100 XOR 0101 XOR 0010 = 0011
oSTRIPE1,DISK2 = 0010 XOR 0000 XOR 0100 = 0110
oSTRIPE2,DISK1 = 0011 XOR 1010 XOR 1000 = 0001
oSTRIPE3,DISK0 = 0001 XOR 1101 XOR 1010 = 0110
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DISK0 DISK1 DISK2 DISK3
STRIPE0 0100 0101 0010 0011
STRIPE1 0010 0000 0110 0100
STRIPE2 0011 0001 1010 1000
STRIPE3 0110 0001 1101 1010



RAID 5 Example - Writes

Modifying STRIPE0 in DISK2 to 1101. Outline the steps.
How many reads and writes will you need?
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DISK0 DISK1 DISK2 DISK3
STRIPE0 0100 0101 0010 0011
STRIPE1 0010 0000 0110 0100
STRIPE2 0011 0001 1010 1000
STRIPE3 0110 0001 1101 1010



RAID 5 Example - Writes

STRIPE0, DISK3 = 0010 XOR 1101 XOR 0011 = 1100
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DISK0 DISK1 DISK2 DISK3
STRIPE0 0100 0101 0010 1101 0011 1100
STRIPE1 0010 0000 0110 0100
STRIPE2 0011 0001 1010 1000
STRIPE3 0110 0001 1101 1010



RAID 5 Example – Disk Failure

Disk 2 died. How can the RAID controller serve a read 
requests for STRIPE0 for DISK2? 
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DISK0 DISK1 DISK2 DISK3
STRIPE0 0100 0101 1101 1100
STRIPE1 0010 0000 0110 0100
STRIPE2 0011 0001 1010 1000
STRIPE3 0110 0001 1101 1010



RAID 5 Example – Disk Failure

STRIPE0,DISK2 = 0100 XOR 0101 XOR 1100 = 1101
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DISK0 DISK1 DISK2 DISK3
STRIPE0 0100 0101 1101 1100
STRIPE1 0010 0000 0110 0100
STRIPE2 0011 0001 1010 1000
STRIPE3 0110 0001 1101 1010



RAID 6 
o Double Parity
o Can tolerate 2 failures in a group
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Changing times
o Is RAID still the go-to for fault tolerant storage?

v Scale

v Evolving speeds/bottlenecks
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RAID for SSDs?

o SSDs have higher MTTF
v Check Flash Translation Layer

oNo performance argument (for RAID 1)
v High throughput SSDs

v Internal parallelism

oTRIM command for garbage collection
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RAID vs E2E Argument
o The E2E argument argues against providing reliability in 

lower layers of the stack because ultimately it is the 
endpoints that know what they want. RAID provides a lot 
of reliability at the hardware device level. Is it a violation of 
the E2E argument? Why are both still considered good 
design guidelines/ well designed systems?
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RAID vs E2E Argument
o RAID is a layer above the hardware device, software 

RAID implementations exist
o Sometimes errors are better masked at a lower layer, 

because it understands the error better
o All applications have the same interface to disk, so which 

layer you put the reliability in does not matter. 
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Summary
o Redundancy is the de-facto method used to achieve fault 

tolerance
o RAID:

v Required increased throughput from an array of disks
v Used redundancy to ensure improved reliability
v Decreasing performance, storage overheads with increasing 

RAID levels
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https://dl.acm.org/doi/pdf/10.1145/2806887

