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E- voting , as part of
' '
E - democracy

"
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- E -voting systems, esp. C- 2E
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- Estonia ( 2005)
- Switzerland ( 200 ? ) - certain cantons

-

"Blockchain voting
"
- iOS ( route) 12019 ?)



Motivations challenges 1 Requirements
-

-

- faster
,
more precise counting - strong validation /correctness

- increase participation(turnout - vote privacy (encryption)
- Convenience

, usability - Coercion-resistance bite - buying
- Inclusion - disabilities - High availability Hime -

critical)¥÷÷÷÷i9::§A÷÷g÷:tio.la#izarim- increase , goenptjgyouosg ;participation
- Integrity : correctness

- liquid democracy
- Trustyperception of legitimacy

- (online) deliberative polls, juries. - transparency
- iterative collective choice
- E - voting as stepping-stone



- Toolbox ( technologies, algorithms, methods)

Tcrrptinrypgraphysignigtkpr.org
- weaknesses : buggy SW ( app, 08

,
supply chain)

- weakness :
'

long-term privacy
- cryptographic breakthroughs
' quantum computers

-

Challenge : long - term Ipost - quantum crypto
- Verifiable shuffles : encrypt, shuffle, decrypt, tally

- advantage : general - works for ant ballot type, election method
- disadvantage : privacy/coercion- resistance : rich - information ballots

- Homeomorphic encryption, SMPC
: encrypt, collect, tally ,dregqqtp-ag.jant.ge: less privacy leakage
,

coercion risk

advantages : slower(costly for complex computations
additive homoqggpghiasmm.iq ELM . ) tE.fmD= Mit Ma)



Coercion - resistance

-sigao people won't do it " Cswitzerlanf)
(remote vote - buying )

- Estonia : limited coercion - resistance : re - voting
- disadvantages : last - minute voting

- fdlse credentials (JCT)
- real & false credentials indistinguishable
- research

, practical challenges


