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Affects -Sybil attacks
->

the "can misbehave in arbitrary ways"
-Beautive fault tolerance (BA-try to tolerate
-but assume that totalof modes is known

to their identifies

doss- Sybil attacks - can create many fakeonlyt
-Donceur, "the Sybil Attack"



Emplications
-

mise threshold-based security (t-on)

"creeping compromise" (slowly increase +, n)
-DATs: eclipse attacks - censor modes, tragek/w pairs
-compromise consensus

- force particular decision
rewrite history, equivocate (ulipeis



dences -
"human-centric"

-stronger identifies

Sign up
with phonet(WhatsApp)
with credit card

-financial services: with ID checking (KYC)
- "Proof of personhood"-prove personhood who th
-CAPTCHA - online humanness test

gap between humans & Ats shrinking
still only rate- limited

---



Defences- non-human-centric
-

-closed / permissioned
- organizations, consortia - large investment

-Bitcoin: Proof-of-work - automated solving
crypto puzzles

=E-fifowD-000difficulty/hardness

J open/permissionless "anyone"can join

#T t Sybil resistant
- not efficient

~ Proof-of-stake -not environmentally friendly



Human-centric defenses
-

- personhood
"

pases for security or "l-to-ness

-traditional identify provies (phonetcc, kictrail
~deferent: cost, threat of jail, paper collect brometrics

- Biometric identity (India-Madhaar deduplication
-Socialtrust networks

-Presence test
- (CAPTCHA)
-pseudonymparties Encointoranin



Social/trust networks
-

pretty good privacy "-E-mailfire
approach to destrotrust network I

"Keep-signing parties" B

-Facebook, OSNs... Alieofcodes⑧

- Recent blockchain community projectsI
- Keros, pi network, humanity DAO,

O

⑧ II-Sybil-resistant &o
-

Arcea
-Idea: cost of "honest links" ("Eval
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Honest region
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