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Fanonymitytechnologies
#

dentity technologies
I #D

governmen
-digital checking of legacy FDS (ETC

- federated identity
- e-ID, Cestonia, ...)

e.g. Swiss CAD
referendum

self-sovereign ID



Federated ID (tequila/OASPARS
:Kerberos -MIT

ID provider (tequila)
↑helpme O
I login toRP⑨ relying party(Re*"OK, here's a cookie"4

User
"I'm Alice"I-s⑥ 8

-lprovinthe
Istagering

-Social platforms:
"Lagin with: Googlefaceboin



propertiesto be proven:
-membership in certain groupI students, faculty, staff....)
-continuity - same user, for state persistence

associate state w/ user

-uniqueness
- one per user (2-voting)

-authenticity of user - is the intended user

-prove age for
adult websites, ordering liquor, ...

-prove citizenship, status
- prove credentials (C88) degree....)



*reservingmechaniste
-privacy do your trust with

how much info?who
-minimize information disclosure:

e.g.
RP learns

only that age 7, 5

-prove sages, frand, live in Vande
-better: "proof of adulthood" (hiding

both age
locality)

-anonymous credentials
- SSI: most use-cases proving properties

of D

most are not "interesting" (to RP) who many others

only few IP properties uniquely identify a person



Online services

acares about:

-ifyou'llOTallowed to watch (agehe
-what you're license to watch (region)
-what your interests are
-what you're watching, have watched

what to recommend to your
to others

based on info from many users

but I sell user data



Privacy-preservingtechniques:

-Privateanonymous recommendersystems
(e.g. AnonRep)

> reputation /

- Privacy -preserving
ad systems

-Privacy-preserving/federated machine learning
Leg. IDS/TuneInsight


